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OpenRASP Fiff
LERILTE

BRE

1. (EB) ZEFHERANRREHF ST R4E:
I. Resin 3 ~ 4
ii. Tomcat 8
iii.  WebLogic 12¢
iv. FEE9.5x

V.  ZRJTIET
b) HRFERERK:
. Windows x64
ii. MacOS 10.10.+
iii. Linux:

1. RHEL/CentOS 6~7, & ¥ &: cat/etc/redhat-release

2. Ubuntu 14 &Emﬁ)ﬁzli BTEMAYAE: Isb _release -a

1|> hk13uZ

r ID: Ubuntu
Wbuntu 14.04.5

3. Debian 6 &Em}%}iﬂi BTEMAE: cat/etc/debian_version

L @QepToU: -\DOMUT09G22 C9f \6£C\QGEPTIU AGL2TOU

4, HAh glibe >=2.12 BIRATHR, THEMm 2 2: 1dd —version



conditions. There is NO
FOR A PARTICULAR PURPOSE

5. linux REB|BLZEABLEHNRIERENNZEW, HRE
41 arm64 1 aarch64 22 A Fr. BE S uname -a

svnl# uname -a
.localdomain 3.10.0-1160.el7 x86_64 #1 SMP Mon Oct 19 16:18:59 UTC 2020 x86_64 x86_64 x86

Linux
calhost svnl# I

6. CentOS8 R AZHF
c) 4T EEH) JIDK A
. Oracle JDK 8
ii.  OpenJDK 8

ER R BMBERASE
java NN BB IMTIn S

R EAE SRS, IR java A2 AEESME A HIEHR

\emd. - o X

-ingtall E:\WEAV esin

R TT % % java 2 B N weaver B4R T java [T BE A2+



Unsupported major.minor version 52.0

EIEEIR . IMRANTRG s CHER T IRARAM java 55, MHIM TR

C:\Windows\System32\cmd.exe [= 19
For more details wvisit: https://rasp.baidu.com/doc/install/software.htmnl

netected JDK version: 1.6.8_27
o : Resin

A aError: org/apache/c
~/10/IIJEUL1\

at java.

at java.

at java.lang.

at java.security.SecureCla

at java.

at java. Lo » 50

at java.net. URLCIassLnaden$1 nun(URLCI

at jdua.,eruflt) fic nnl!nllr) duPlluel
at J

aller.java:
at com.haidu.¥
at com.baidu.r

RRTTR: 7% Java S BABI DB BRA TR !zu%&,m Java S AR B M FRIR T
ZRREDAREIZEZA, BLBEEHLE OA FEHA IDK A,

cluster-defaultxml (3E4E35())

EEHER . AREIERURSHINN TR

BRAR. FREERFMMZER

AR RS

PR REIERITREENN TR



BARFE: {21 OAFHZE—X
BB %
Resin3~4 (ZEBLE)

Linux

1. $ATI a4, ¥ weaver-rasp.zip fif Ik B RS SAE S H =%

1. unzip weaver-rasp.zip -d ./

[root@localhost tomcatl# 1s
apache-tomcat-8.5.77 weaver-rasp.zip
[root@localhost tomcatl# unzip weaver-rasp.zip -d ./
Archive: weaver-rasp.zip
creating: ./weaver-rasp/
creating: ./weaver-rasp/rasp/
creating: ./weaver-rasp/rasp/conf/
inflating: ./weaver-rasp/rasp/conf/openrasp.yml
creating: ./weaver-rasp/rasp/plugins/
inflating: ./weaver-rasp/rasp/plugins/official.js
inflating: ./weaver-rasp/rasp/rasp-engine.jar
inflating: ./weaver-rasp/rasp/rasp.jar

inflating: ./weaver-rasp/RaspInstall.jar
[root@localhost tomcat]# 1s
apache-tomcat-8.5.77 weaver-rasp weaver-rasp.zip
[root@localhost tomcatl# I

2. BENFRRCIE H 3, Re<fild A >0 4oy B SE R AT
1. cd <fift J5: AL B >/weaver-rasp/



[root@localhost tomcat]# 1s

apache-tomcat-8.5.77 weaver-rasp weaver-rasp.zip
[root@localhost tomcat]# cd weaver-rasp
[root@localhost weaver-raspl# 1s

rasp RaspInstall.jar

[root@localhost weaver-raspl# I

3. PATZIEm L, Kam T <resin_root># ¥y FLEL I resin 4] #4%2

1. java -jar Rasplnstall.jar -install <resin root>

apache-tomcat-8.5.77 weaver-rasp weaver-rasp.zip

[root@localhost tomcat]# cd weaver-rasp

[root@localhost weaver-raspl# 1s

rasp RaspInstall.jar

[root@localhost weaver-rasp]# java -jar RaspInstall.jar -install /usr/local/gs/resin/resin-4.0.
42/

OpenRASP Installer for Java app servers - Copyright 2017-2021 Baidu Inc.

For more details visit: https://rasp.baidu.com/doc/install/software.html

Detected JDK version: 1.8.0_321
Detected application server type: Resin
Duplicating "rasp" directory

- /usr/local/gs/resin/resin-4.0.42/rasp
Make "rasp" directory writable

Generating "openrasp.yml"”

- /usr/local/gs/resin/resin-4.0.42/rasp/conf/openrasp.yml

- Backed up openrasp.yml to openrasp.yml.bak

Updating startup script

- /usr/local/gs/resin/resin-4.0.42/conf/cluster-default.xml

Installation completed without errors.
Please restart application server to take effect.
[root@localhost weaver-raspl# I

4. 1E ecology/WEB-INF/securityRule T @l 44 4 Rasp FICHK, #ff L H
(1) rasp/plugins/official.js 3L & il 2% IR
1. cd /home/weaver/ecology/WEB-INF/securityRule/
2. mkdir Rasp
3. cp /opt/rasp/weaver-rasp/rasp/plugins/official.js /home/weaver/ecology/ WEB-
INF/securityRule/Rasp

5. HSBIESELE, FJ OA RS JE OpenRASP 4%k
Windows

1. ¥ weaver-rasp.zip fift)k 2 i 54T 5 H 3%



E
“l

weaver-rasp

T I HE =EE

4 % s weaver-rasp

a
A BuEiEE
W =E
¥ &
=]
= B
target
ol v1.0
Hv3o
o
@ OneDrive - Personal

3 e
EDFE
B s
Sl=ly
& o
¥ T
b EF
W =A
2 AR

T S 7 T T R

Ik

s

1 rasp
[ Raspinstalljar

——ya——

B emd, HEAMEES S H %

LA b s S S T H IS L SN

r-rasp

SUSBER— =

1E cmd AT ZHEm A, B2 T H<resin root># # A S resin 44X %

;féa ﬁl]:

1. java -jar Rasplnstall.jar -install <resin_root>

BE CAWindows\System32\cmd.exe

4. 1E ecology/WEB-INF/securityRule @l 44 4 Rasp I, #ff L H s H



(1] rasp/plugins/official.js A& il 2% 304 T

1. Kt weaver-rasp.zip fiff [k 2 IR 5544 & H &

1. unzip weaver-rasp.zip -d ./

[root@localhost tomcatl# 1s
apache-tomcat-8.5.77 weaver-rasp.zip
[root@localhost tomcat]# unzip weaver-rasp.zip -d ./
Archive: weaver-rasp.zip
creating: ./weaver-rasp/
creating: ./weaver-rasp/rasp/
creating: ./weaver-rasp/rasp/conf/
inflating: ./weaver-rasp/rasp/conf/openrasp.yml
creating: ./weaver-rasp/rasp/plugins/
inflating: ./weaver-rasp/rasp/plugins/official.js
inflating: ./weaver-rasp/rasp/rasp-engine.jar
inflating: ./weaver-rasp/rasp/rasp.jar

inflating: ./weaver-rasp/RaspInstall.jar
[root@localhost tomcatl# 1s
apache-tomcat-8.5.77 weaver-rasp weaver-rasp.zip
[root@localhost tomcatl# I

2. BEAMRISE R 3 K< i B> Oy SR

1. cd < A7 B >/weaver-rasp/



[root@localhost tomcat]# cd weaver-rasp
[root@localhost weaver-rasp]# 1s

rasp RaspInstall.jar

[root@localhost weaver-raspl# l

3. HUT LA, B S T f<tomcat root>F i N B SL ) tomceat 44X} A%,

4l: /home/weaver/tomcat/

1. java -jar Rasplnstall.jar -install <tomcat root>

[root@localhost tomcat]# cd weaver-rasp

[root@localhost weaver-rasp]# 1s

rasp RaspInstall.jar

[root@localhost weaver-raspl# java -jar RaspInstall.jar -install fusr/local/gs/tomcat/apache-to
mcat-8.5.77/

OpenRASP Installer for Java app servers - Copyright 2017-2021 Baidu Inc.

For more details visit: https://rasp.baidu.com/doc/install/software.html

Detected JDK version: 1.8.0_321

Detected application server type: Tomcat
Duplicating "rasp" directory

- /usr/local/gs/tomcat/apache-tomcat-8.5.77/rasp
Make "rasp" directory writable

Generating "openrasp.yml"

- /usr/local/gs/tomcat/apache-tomcat-8.5.77/rasp/conf/openrasp.yml
- Backed up openrasp.yml to openrasp.yml.bak

Updating startup script

- /usr/local/gs/tomcat/apache-tomcat-8.5.77/bin/catalina.sh

Installation completed without errors.
Please restart application server to take effect.
[root@localhost weaver-raspl# [l

4. 7t ecology/WEB-INF/securityRule T fill i 44~ Rasp 30k, KE L H x

(1) rasp/plugins/official.js 3L & il 2% IR

1. cd /home/weaver/ecology/WEB-INF/securityRule/

2. mkdir Rasp

3. cp /opt/rasp/weaver-rasp/rasp/plugins/official.js /home/weaver/ecology/ WEB-
INF/securityRule/Rasp

5. HPIR5EEE, HJH OA RS )5 OpenRASP “E 4K

Windows

1. ¥ weaver-rasp.zip fift [k 2R 55 4L S H %



] < | weaver-rasp - [m] x

el == == == (7]

4 | % s weaver-rasp v O

& weaver-rasp

~

i

#
A tEESE '
msE w;" .
P Rasplnstall jar
& ks
==E

target

o vio
%30
o
@ OneDrive - Persona

[ gie:s)
§ 0w
g s
Sl 1
& ks
¥ T
=
W =|

e SR - el |

2. 8T emd, FAMBEERHZ

3. {f£ CMD HH#UAT L4, Fir 2 H f<tomcat root>% #: 4y H 5[] tomcat 4
X AR

1. D:\weaver\Resin\ java -jar Rasplnstall.jar -install <tomcat_root>



B C:\Windows\System32\cmd.exe - u] X

4. 7t ecology/WEB-INF/securityRule T fll%E %4 Rasp 13X AFJe, ¥k H
(1] rasp/plugins/official js A& | BiZ A9 T

x
i oam mm = un_wm °

5. wHIPIR5EEE, HJH OA /455 OpenRASP AE 3L
Weblogic 12¢ (ZFE &%)
Linux

1. ¥ weaver-rasp.zip fift |k &R 52T = H &

1. unzip weaver-rasp.zip

unzip weaver-rasp.zip

Archive: weaver-rasp.zip
creating: weaver-rasp/
creating: weaver-rasp/rasp/
creating: weaver-rasp/rasp/conf/

inflating: weaver-rasp/rasp/conf/openrasp.yml
creating: weaver-rasp/rasp/plugins/

inflating: weaver-rasp/rasp/plugins/official.js
inflating: weaver-rasp/rasp/rasp-engine.jar
inflating: weaver-rasp/rasp/rasp.jar

inflating: weaver-rasp/RaspInstall.jar




2. BANMBEEHHZ, K<@HAr B>y 5k
1. cd < &A1 B >/weaver-rasp/

.o ~/tmp
ls

weaver-rasp.zip
. ~/tmp

cd weaver-rasp/
S ~/tmp/weaver-rasp
Ls

3. PUTZREMS, BKinSH)<domain root># ¥ 5L weblogic H domain

I XT %42, 4: /opt/Oracle/Middleware/user_projects/domains/base_domain/

1. java -jar Rasplnstall.jar -install < domain_root >

/java -jar RaspInstall.jar -install /opt/Oracle/Middleware/user projects/domains/base domain/
temAAFontSettings=on -Dswing.aatext=true
rvers - Copyright 2017-2021 Baidu Inc.
sp.baidu.com/doc/install/software.html

Petected JDK version: 1.8.0 331
Petected application server type: Weblogic
sp* di y

are/user_projects/domains/base_domain/rasp/conf/openrasp.yml
le/Middlew ser_projects/domains/base domain/rasp/conf/openrasp.yml

cript
/opt/Oracle/Middleware/user projects/domains/base domain/bin/startWebLogic.sh

Installation completed without errors.
Please restart application server to take effect.

4. {E ecology/WEB-INF/securityRule T 8J# 4 4 Rasp FI3CHFR, WK HxH

(1) rasp/plugins/official js S & il 2% AT

1. cd /home/weaver/ecology/WEB-INF/securityRule/

2. mkdir Rasp

3. cp /opt/rasp/weaver-rasp/rasp/plugins/official.js /home/weaver/ecology/WEB-
INF/securityRule/Rasp

5. HIPIR5EEE, HJH OA 555 OpenRASP “E 4K

Windows

1. ¥ weaver-rasp.zip fift [k R 5SS H %



] < | weaver-rasp - [m] x

FCl == == == (7]
4 | % s weaver-rasp

~

i

# G '
m =z w‘;rasp y
s Rasplnstalljar
&
ST
target

o v1.0
% 3.0
% 3o

@ OneDrive - Persona

O reim
EDLESE
= i
= BF tl
=]
¥ T
HER
W =|

e SR - el |

2. 8T emd, FAMBEERHZ

3. {£ CMD H#AT %84, Fdr 2 f<domain_root>F N H 5L weblogic
B domain )X} B4%

1. java -jar Rasplnstall.jar -install <domain_root>

4. 1E ecology/WEB-INF/securityRule %44 7 Rasp I, FfE s HxH
1] rasp/plugins/official.js A& il 2% 04 T



5. HIPIR5EE, HJH OA R4 )5 OpenRASP AE 3

RKABE7 (Fahe#)

1. ¥ weaver-rasp.zip JEZR 78R HX T

weaver-rasp.zip

2. fRJE weaver-rasp.zip, & weaver-rasp 1

1. unzip weaver-rasp.zip



weaver-rasp.zip

weaver-rasp.zip

creating: weaver-rasp/

creating: weaver-rasp/rasp/

creating: weaver-rasp/rasp/conf/

inflating: weaver-rasp/rasp/conf/openrasp.yml

creating: weaver-rasp/rasp/plugins/

inflating: weaver-rasp/rasp/plugins/official.js

inflating: weaver-rasp/rasp/rasp-engine.jar

inflating: weaver-rasp/rasp/rasp.jar

inflating: weaver-rasp/RaspInstall.jar
[root@localhost TongWeb7.0.4.47# 1s

weaver

3. ¥t rasp XM weaver-rasp SCAFEIE A H

1. mv weaver-rasp/rasp ./

weaver-rasp.zip

ngWeb7.0.4.4]# unzip weaver-rasp.zip

weaver-rasp.zip
creating: weaver-rasp/
creating: weaver-rasp/rasp/
creating: weaver-rasp/rasp/conf/
inflating: weaver-rasp/rasp/conf/openrasp.yml
creating: weaver-rasp/rasp/plugins/
inflating: weaver-rasp/rasp/plugins/official.js
inflating: weaver-rasp/rasp/rasp-engine.jar
inflating: weaver-rasp/rasp/rasp.jar

inflating: weaver-rasp/RaspInstall.jar
[root@loc TongWeb7.0.4.4]# 1s

r-rasp.zip

TongWeb7.0.4.4]# mv weaver-rasp/rasp ./
t TongWeb7.0.4.4]# 1s

r-rasp.zip

4. 3N bin XHFR N, 1B external.vmoptions
1. cd bin

2. vim external.vmoptions



-Xmx2048m

-Xms 1024m

-XX:CIComp1ilerCount=6

-server

-XX:+UnlockD iagnosticVMOptions

-XX:+LogVMOutput

-Djava. io.tmpdir=${TongWeb_Base}/temp
-Duser.dir=${TongWeb_Base}/bin
-Djava.security.egd=file:/dev/./urandom

-XX:LogF ile=${TongWeb_Base}/logs/jvm.log
-XX:+HeapDumpOnQutOfMemoryError
-XX:HeapDumpPath=${TongWeb_Base}/logs/heap${sysdate}.hprof
-Djava.security.policy=${TongWeb_Base}/conf/tongweb.policy
-Djava.rmi.server.RMIClassLoaderSpi=com.tongweb.server.TongWebRMIClasslLoader
-Djava.util.logging.manager=com.tongweb.log.TongwebLogManager
-javaagent: ${TongWeb_Home}/lib/ejb-agent. jar
Djava.awt.headless=true

-Dibm.stream.nio=true

-Djava.net.preferIPv4Stack=f

-XX:MaxMetaspaceSize=1024m

- -add-opens=java.base/java.lang=ALL-UNNAMED
--add-opens=java.base/jdk. internal. ref=ALL-UNNAMED

- -add-modules=ALL-MODULE-PATH
--module-path=${JAVA_ENDORSED_DIRS}

- -upgrade-module-path=${JAVA_ENDORSED_DIRS}/
"external.vmoptions" 73L, 2285C .5 A

5. ff-javaagent:${.... —47 RGN &) IRAF

1. -javaagent:${TongWeb Home}/rasp/rasp.jar

-Xmx2048m

-Xms1024m

-XX:CICompilerCount=6

-server

-XX:+UnlockDiagnosticVMOptions

-XX:+LogVMOutput

-Djava.io.tmpdir=${TongWeb_Base}/temp
-Duser.dir=${TongWeb_Base}/bin
-Djava.security.egd=file:/dev/./urandom
-XX:LogFile=${TongWeb_Base}/logs/jvm. log
-XX:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=${TongWeb_Base}/logs/heap${sysdate}.hprof
-Djava.security.policy=${TongWeb_Base}/conf/tongweb.policy
-Djava.rmi.server.RMIClassLoaderSpi=com.tongweb.server.TongWebRMIClassLoader
-Djava.util.logging.manager=com.tongweb.log.TongweblLogManager
-javaagent:${TongWeb_Home}/lib/ejb-agent.jar

-javaagent: ${TongWeb_Home}/rasp/rasp.jafi
-Djava.awt.headless=true

-Dibm.stream.nio=true

-Djava.net.preferIPv4Stack=false
-XX:MaxMetaspaceSize=1024m
--add-opens=java.base/java.lang=ALL-UNNAMED
--add-opens=java.base/jdk. internal. ref=ALL-UNNAMED
--add-modules=ALL-MODULE-PATH
--module-path=${JAVA_ENDORSED_DIRS}

"external.vmoptions" 74L, 2326C (.’

6. ZHLIRsEYE, HT OA RS )5 OpenRASP %%

E=E (FHRE)

1. ¥ weaver-rasp.zip UL F =B HR T



er-rasp.zip

2. &L weaver-rasp.zip, 2% weaver-rasp 1

1. unzip weaver-rasp.zip

3. ¥ rasp XHFIEM weaver-rasp LRI H

1. mv weaver-rasp/rasp ./
lib 1 s s weaver-rasp.zip
BES-9.5.2.41601# mv weaver-rasp/rasp/ ./
BES-9.5.2.4160]# 1s
1 weaver-rasp.zip

1601# clear
1607# s

cZic

4
.2.4

weaver-rasp.zip




4. N conf 3¢, #m4E server.conf A
1. cd conf

2. vim server.conf
2
<servers>

<ejb-container
<mdb-container

<singleton-contatiner
stateful-container

/ejb-container=>
<web-container ="true
<session-managers>
<session-manager
i
<manager-propertie
<property
<property
<property
</manager-properties
"server.config" 207L, 27037C

5. {E<jvm-options>-Dfile.encoding=GBK</jvm-options> R340 a1 N %
1. <jvm-options>-javaagent:/usr/local/gs/BES-9.5.2.4160/rasp/rasp.jar</jvm-options>

-options>-Djava.net.preferIPv4Stack=true</jvm-options>
-options>-XX:NewRatio=2</jvm-options>
vm-options>-XX:+LogVMOutpu jvm-options>
vm-options>-XX:LogFile=${com.bes. instanceRoot}/logs/jvm.log</jvm-options>
-options=-Djavax.net.ssl.certificateFile=${com.bes. instanceRoot}/conf/security/cert.p
em</jvm-options>
jvm-options>-Djavax.net.ssl.certificateKeyFile=${com.bes. instanceRoot}/conf/security/key
-options>
<jvm-options>-Djavax.net.ssl.certificateChainFile=${com.bes. instanceRoot}/conf/security/c
hain.pem</jvm-options>
-options=-Djavax.xml.stream.XMLInputFactory=com.bes.wstx.stax.WstxInputFactory</jvm-o
ptions>
<jvm-options>-XX:+HeapDumpOnOutOfMemoryError</jvm-options>
{com.bes. instanceRoot}/logs/dump/</jvm-options>

-options>-Dfile.encoding=GBK</ivm-options>
jvm-options>-javaagent:/usr/local/gs/BES-9.5.2.4160/rasp/rasp.jar</jvm-options>
</java-contig>
<hotdeploy-config

6. LHILIREE, HIG OA k55 OpenRASP A XK

BIEESER

FR— KREBSTRILHSE

R RS fG, 1E rasp izfT HEFEHK:
1. [OpenRASP] Engine Initialized 74f, 546, JIUiH] OpenRasp KL
a17



.apache.xerces. internal.parsers.DOMParser.parse(org.xml.sax.InputSource)
\ [main][com.baidu.openrasp.hook.AbstractClassHook] insert before method com.s
al.parsers.DOMParser.parse(java.lan
[main][com.baidu. openras .hook.AbstractClassHook] insert before method java.
ry(java.lang.Class,java.lang.String,boolean)
[main][com.ba .openr .hook.AbstractClassHook] insert before method java.
rite(byte[], int,int)
[main][com.baidu.openrasp.hook.AbstractClassHook] insert before method java.
.File,boolean)
[maxn][com baidu.openrasp.hook.AbstractClassHook] insert before method java.
10 FL1eInputﬁtream(java io0.File)
20 23 1 1 922 1 [mam][com.bain:iu.cxpenrasp.nc:ok.ADstractClassHocK] insert before method java.
.renameTo(java.1o.F
23 17:31:39,954 I [main][com.bain:iu.cxpenrasp.nc:ok.ADstractClassHocK] insert before method java.

baidu.openrasp.hook.AbstractClassHook] insert before method java.

.openrasp.hook.AbstractClassHook] insert before method java.
,java.1o.File)
baidu.openrasp.hook.AbstractClassHook] insert after method: java.
,java.lo.File)
[main][com. u.openrasp.EngineBoot] [OpenRASP] Engine In\t\aW\ved [2.0.1]
140,641 [main][com. u.openrasp.HookHandler] detect server: tongweb/7.0.4.4
140,692 [main][com.baidu.openrasp.HookHa er] detect server cla (om/to eb/cata
1lina/Server
2022-02-23 17:31:44,752 [main][com.baidu. open s hook AbstractClassHook] insert before method com.s
n.org.apache. xerces. Lnterna] jaxp.SAXParserImpl .parse(or nl.sax.InputSource)
2022-02-23 1 1:44,755 1 [main][com.baidu. openrasp.hook. bstractClassHook] insert before method com.s
n.org.apache.xerces. internal.jaxp.SAXParserImpl$JAXPSAXParser.parse(java.lang.String)
2022-02-23 1 1:45,295 T [main][com.baidu.openrasp.hook.AbstractClassHook] insert before method java.
10. Oh]e(tlnput tream.resolveClass(java.io.0bjectStreamClass)
[root@lo raspl#

2. algorithm.config: ¥, WIHFLF], N AH OpenRasp By 3 a4 B i #%

2022-02- \ [main][com.baidu.openrasp.config.Config] response.sampler_burst use the defa
ult value: 5
2 23 17:31:38,577 INFO [main][com.baidu.openrasp.conf Config] custom html injection content chang

23 17:31:38,577 1IN [main][com.baidu.openrasp.config.Config] baseDirectory: /usr/local/gs/TongWe
/rasp
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